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EBPOMENCK/ CBbHO3 S FIE R T M B L S B
EBPOIMEWNCKM ®OH[ 3A NHOBALIN U

PET'MOHAJIHO PA3SBUTWE KOHKYPEHTOCIMOCOBHOCT

Capyxenune Knbvctep Antoc (ITOS) e cb3gaaeHo npes3 2013 rogmHa.

YneHoBe Ha capy*KeHMeTo: Boaelm KomnaHum B 061actTa Ha MHPOPMALMOHHUTE TEXHOJIOTUMN,
YTBbPAEHU CTPOUTENHN PUPMU, HAYYHU opraHn3aumnm kbm BAH, HIMNO, yntanmuwe n obLMHMK

CapyrkeHneTto pabotu 3a CTUMY/IMPAHE Pa3BUTUETO HAa MHPOPMALIMOHHUTE TEXHO/IOTUN ,
MHPPACTPYKTYypaTa 3a npeaoctaBaHeTo Ha UT ycayrn; Aytcopcuura Ha UT ycayrmn ot bbarapuma ,
obnavyHu ycnyrm, nogapbKka Ha UT nHbpacTpyKTypaTta, MHOOPMALMUOHHUN CUCTEMM.

Llenu: NoBuwaBaHe Ha KBanindUKaLMATA Ha bbarapckmn UT cneymanmctn n noanomaraHe Ha
MeXAYHapPOAHOTO CbTPYAHMYECTBO B 061aCTTa HAa MHPOPMALMOHHUTE TEXHONOTUM.

ITCYS
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R * % CapyeHue Knbctep AUTOC usnbaHaBa npoekT Ne
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e * BG16RFOP002-2.009-0043 ,,Pa3BuTHE Ha Kanauuteta u
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* 4 K UHTEPHaUMOHANN3ALUUATA HA NPOAYKTUTE Ha Kabctep ANTOC
. ITOS/“ ¢ dbnHaHcoBaTa noaKkpena Ha EC upe3 EBponeinckua ¢oH

EBPOHEMCKM C-bI-OS / / ¢ A p p p ¢ A OMEPATMBHA NMPOTITPAMA
EBPOIMEWNCKM ®OH[ 3A 3d PermMoHaHO pa3BUTuUe. NHOBALIU U
PEMMOHAJITHO PA3BUTUE KOHKYPEHTOCIMNOCOBHOCT

* O6LwWara uen Ha NPoeKTa e Aa HaCbPyYM YCTOMNUYMBOTO pa3BuTHue Ha "Knbcrep AUTOC" upes ocurypsiBaHe Ha noaKpena 3a
WHTEPHALMOHANMN3aLUA HAa HOBUTE U CbLUECTBYBALLUTE NPOAYKTU HA KNDBCTEPA, KaKTO U U3rparkaaHe Ha cnogeneHa nHPpPacTpyKTypa
3a 06w mTEe KNBCTEPHU AEUHOCTMU.

* CneundunyHUTE LENN Ha NPOEKTa ca:

1. MoBULWaBaHe CTeNeHTa Ha MHTErpaLmna n CbTPYAHMYECTBO Ha KOMNAaHUKTE, paboTeln B CeEKTopa Ha MHPOPMALMOHHUTE TEXHOIOTUN B
MOCOKA MaKCMMaJ/IHO M3MN0/I3BaHE HAa TEXHUA KanauuTeT 3a pa3paboTKa Ha KOHKYPEHTU BU3HEeC NPOAYKTU U YCAYTN U HacbpyaBaHe
aKTUBHOTO NPUCHCTBUE HA PETMOHANHMA, HAaLMOHANHUA U BbHLLHUTE Nasapu. B pamKnTe Ha NpoeKTa ce U3BbpLlBa AnBepcndUKaLMnA Ha
npoayKTUTe Ha KnbcTep AMTOC KaTo ¢ 06LWM YCUANA HA YNEHOBETE Ha OpraHmM3aumaTa ce Cb3/,aBa HOB, KOHKYPEHTEH U TbPCEH Ha
pernoHanHmuA nasap NpoaykTt — Mnatdopma 3a 06/1a4HO aBTOMATU3NPAHO TECTBAHE Ha yeb U MOBUNHU NPUNOIKEHUA.

2. OcurypsaBaHe Ha NoAKpena 3a Pa3BMTMETO Ha CNOAENIEHa KNbCTEPHA MHPPACTPYKTYPaA Ypes cb3aaBaHe M obopyaBaHe Ha CUMyNaLMOHEH
LLEHTbP U pa3BoOiMHaA NabopaTopmna KbM Hero 3a pa3paboTBaHe 1 TecTBaHe Ha HOBU YCAYTU U NPOAYKTU Ha KnbcTep AMTOC, KOMTO A3
NloNpUHecaT 3a MHTepHaLUMOHaAn3aUmMATa Ha opraHu3aumnaTa. HoBocb3agaaeHusa LEeHTbP ce pasnonara B rpag labposo.

3. HacbpuaBaHe Ha KAbCTEPHUA MAPKTUHT Ype3 ocurypsiBaHe Ha HeobxoaMmua eKcnepTeH NepcoHasn 3a Cb3JaBaHe Ha CbTPYAHMYECTBa U
NHTEPHALMOHANMN3ALUMA Ha KNTbCTEPHUTE NPOAYKTU: HAEMAaHE Ha eKCrnepT NO MHTEPHALMOHANAN3ALMA, aHTAXKMPAHE Ha KOHCY/ITAaHTCKa
KOMMaHWUA, KOATO Aa NOoAMNOMOrHe HaBAM3aHEeTo Ha NPOAYKTUTE Ha Na3apa BbB BennkobputaHua, Kakto n paspabotBaHe Ha CTpaTterus 3a
UHTEepHaLUMOHanM3aums Ha Knbcrepa.

4. MopnomaraHe pa3suTmeto Ha "Knbctep AUTOC" M npMBAMYAHETO Ha HOBM YNEHOBE Ype3 OpraHM3npaHe 1 yyactme B cbbutmA 3a
npeacTaBAHe Ha KNbCTEPA U HEroBMUTE NPOAYKTU B CTPaHaTa M YyKOUHA: na3apwu 3a HOBO-pa3paboTeHaTta ycayra ca Cbpbusa, bocHa,
®dpaHuusa, benrma, lrepmanuna, BennkobputaHua n Makegonms.

5. MoBuLIaBaHe KanaunTeTa Ha KabcTepa 3a cb3AaBaHe Ha CbTPYAHMYECTBA U MHTEPHALMOHAAN3aLUMNA Ypes cneumannsnpaHmn obyyenms, B
KOMTO Aa B3emaT yyacTue CAyKUTeNn Ha yneHoBeTe Ha KabeTepa. |T{ ).S
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EBPOMEWNCKM CbIO3

EBPOMEWNCKM ®OH[ 3A
PET'MOHAJIHO PA3SBUTWE

CbBpemMeHHM TexHoNormMm & npeamn3BmKaTe/ICTBa

MHOBALIN U
KOHKYPEHTOCIMOCOBHOCT

e (06naynHu texHonormm (Cloud computing)

* Big Data

* Internet of Things (loT)

e Artificial Intelligence (Al)

* Blockchain, KpnntoBanyTta

* EneKkTpoHHO NpPaBUTENCTBO

» Software Defined Networks / Storage / DataCenter
* Bring Your Own Device (BYOD)

* Mobile First

ITCYS
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***** C'beEN\eHHI/I peryaaunmum & npean3BmMKaTes1ICTBd
EBPOMENCKM ChHO3
EBPOTNENCKW ©®OHL 3A NMHOBALIN N
PEMOHAJIHO PASBUTUE KOHKYPEHTOCINOCOBHOCT
* MIFID II  |SO27001
* GDPR  |SO31000
* ePrivacy

 Cyber Security
* NIS Directive

ITCYS
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***** TeH,EI,EHLI,MM B MH(I)OpMaLI,MOHHMFI CBAT
EBPOMEWCKWM CBHO3 . : D ER AT B A PO AMA
EBPOMEMCKM GOH[ 3A Number of Blockchain wallet users worldwide MIHOBALI 1
PEMMOHAJITHO PA3BUTUE KOHKYPEHTOCIOCOBHOCT
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N3TouHMK: Statista.com Copyenve Kmbcrep Aiftoc
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s [oAVWHO HapacTBaHe TpaduK
EBPOMEWCKM CbHO3 SN ERRTHAES NPT PR
EBPOMENCKW/ ®OHA 3A MHOBALIMN N
PEMMOHAITHO PA3BUTUNE KOHKYPEHTOCIOCOBHOCT
24% CAGR
2016-2021 200
250
200 228
186
Exabytes 150
per month 151
100 122
0
20160 2017 2018 2019 2020 2021 |T_C-3'S

Cisco VNI Global IP Traffic Forecast, 2016-2021.
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Distributed Denial-Of-Services -

*
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EBPOMEVCKN CbIO3 O ERATUG A NP AMA
EBPOIMENCKU ®OH[ 3A 1
T OH AT D PAABIE DDoS ataku c TpaduK Hag 1 Gbit/s, B MunanoHu KOHKyy;&%AC%WgC'gsHOCT

Global DDoS attacks forecast, 2016-2021
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Figures (n) refer to 2016, 2021 traffic shares. 2016 201/ 2018 2019 2020 202 |T.C3'S

Source: Cisco VNI Global IP Traffic Forecast, 2016-2021. Capyxenue Kbcrep AitToc
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‘s Kpaxba Ha gaHHM
EBPOMEWCKM CbHO3 O EPATIE A NP OrPAMA
EBPOMEMCKM ®OH[ 3A ? WHOBALIA U
PEMVIOHAIHO PASBUATUE Konko CTpyBa Kpa>K6aTa Had AdHHU N U HCI)O PMaUWNA : K OHKYPELNTOCHOCOENGTT
S5M+ 8% |
S2.5M-4.9M 11% .
$1M-2.4M 19%  |53% of Attacks
$5DDI{_999K 159 E
S100K-499K 17%
Less Than S100K 30%
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EBPOMEWCKWM CBHO3

EBPOMEWNCKM ®OH[ 3A
PET'MOHAJIHO PA3SBUTWE

$14 billion in cryptocurrency has
been stolen this year, and it was
apparently easy to do

e $11 billion worth of cryptocurrency was stolen in the first half of 2018, and it's
relatively easy to do, according to cybersecurity company Carbon Black.

* "|t's surprising just how easy it is without any tech skill to commit cybercrimes like
ransomware," Carbon Black Security strategist Rick McElroy says

* The necessary malware, which even occasionally comes with customer service,
costs an average of $224 and can be as cheap as $1.04 on the "dark web."

Source: CNBC

-

OMEPATMBHAITIPOIPAMA

MHOBALIN U
KOHKYPEHTOCIMNOCOBHOCT
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* ek Penetration TectoBe
EBPOIMEVCKM CbHO3 OMEPATUBHA MPOrPAMA
EBPOMEMCKM ®OH[ 3A NHOBALIUM U
PEMMOHAJTHO PASBUTUE KOHKYPEHTOCINOCOBHOCT

 OueHKa Ha cNOCOBHOCTTa Aa 3aWUTUM MPEXU, MPUNOKEHNA, AaHHU, CUCTEMU U
noTpebutTenn/KnneHTn ot HegobpoKenaTeHU Xxakepu;

 [lpoBepKa Ha 3almMTaTa HAa AaKTUBUTE U PenyTaumnaTa Ha KOMMNaHUATA 3a N3bArBaHe Ha
dMHaHCOBM 3arybu n HeraTMBHa NYOANYHOCT, KOUTO MoraT Aa 6baaT NPUYNHEHN OT
KOMNPOMETMPaAHEe Ha CUCTEMUTE U AIAHHUTE HA OPraHM3aumnaTa;

* [penocTtaBsiHe Ha NnoApobHa MHbopmauma 3a 4EeNCTBUTE/IHM 3annaxmU, KOUTO MmoraT Aa 6baaT
eKcnioaTupaHu;

° M,EI,EHTM(I)VILI,VIpaHe N OUEeHKa 3a TOBa KON YA3BUMOCTU Ca KPUTUYHHUN 3a OPrdaHN3aLUUNATA, KOU Ca
MNo-He3HA4YUTEJIHMWU,

* EPeKTMBHM meToaM 33 MOBULLABAHE CUTYPHOCTTA Ha CUCTEMUTE B OPraHMU3aUUATA;
e Habens3BaHe Ha 30HU 33 NO0AOCHOPEHMNA N APrYMEHTUPAHE Ha bBroaXeTu;

e OLeHKa Ha p1CKa |T{)'S

Copy:enue Knbcrep ARTOC



OWASP - Open Web Application Security Project

OWASP Top 10 - 2013 =l OWASP Top 10 - 2017

A1 - Injection

A2 - Broken Authentication and Session Management
A3 - Cross-Site Scripting (XSS)

A4 - Insecure Direct Object References [Merged+A7]
A5 - Security Misconfiguration

A6 - Sensitive Data Exposure

A7 - Missing Function Level Access Contr [Merged+A4]
A8 - Cross-Site Request Forgery (CSRF)

A9 - Using Components with Known Vulnerabilities

A10 - Unvalidated Redirects and Forwards

>
>

3 A3:2017-Sensitive Data Exposure

A1:2017-Injection

A2:2017-Broken Authentication

A4:2017-XML External Entities (XXE) [NEW]

A5:2017-Broken Access Control [Merged]

AN | C

A6:2017-Security Misconfiguration

) AT7:2017-Cross-Site Scripting (XSS)

x| AB:2017-Insecure Deserialization [NEW, Community]

>

x|  A10:2017-Insufficient Logging&Monitoring [NEW,Comm.]

A9:2017-Using Components with Known Vulnerabilities




Decentralized Application Security
Project (or DASP) Top 10 of 2018

Zo 1. Reentrancy
B .. Access Control

13 3. Arithmetic Issues

v 4. Unchecked Return
Values For Low Level Calls

O 5. Denial of Service

&) 6. Bad Randomness
AR /. Front-Running

O 3. Time manipulation
15 9 Short Address Attack

Source: dasp.co

race to empty, recursive call vulnerability, call to the
unknown

Integer overflow and integer underflow
Silent failing sends, unchecked-send

gas limit reached, unexpected throw, unexpected kill,
access control breached

nothing is secret

time-of-check vs time-of-use (TOCTOU), race condition,
transaction ordering dependence (TOD)

timestamp dependence
off-chain issues, client vulnerabilities



* ek [pyrn ycnyru 3a CUrypHocCT
EBPOMENCKM CBHIO3 ONEPATUEBHA NPOTPAMA
EBPOMEWCKM ®OHL 3A WHOBALIA U
PEMMOHAJIHO PA3BUTUE KOHKYPEHTOCIOCOBHOCT

OAnNT Ha MHPOPMALIMOHHATA CUTYPHOCT

AHanun3 Ha TpaduKa

AHann3 Ha be3XXnyHaTa mpexKa

BHegpAaBaHe Ha CTaHAAPTU, NOIUTUKK U NpoLleaypu 3a CUTYPHOCT

AHa/In3 N oUeHKa Ha pUCKa

N3paboTBaHe Ha cTpaTerus

N3rpaxkaaHe, BHeapABaHE U U3NbJAHEHUE HA NpoLuecH No ynpasseHne Ha MHUMOEHTH
SOC — npoaKTnBeH MOHUTOPUHT U KOHTPON

Security Awareness oby4yeHuna n yyeHums

ITCYS
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X,k bnharoaapA 3a BHUMAHUETO
*
EBPOMEWCKWM CBHO3 D ERATHEHA NPOr D AMA
EBPOIMEWNCKM ®OH[ 3A MHOBALIN U
PEMOHAITHO PA3BUTUE KOHKYPEHTOCIOCOBHOCT

Bbnpocun?

e http://www.clusteritos.org/

e office@clusteritos.org

ITCYS
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